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Mobile Device Policy

This policy covers use of company supplied devices as well as personally owned devices which are used for work purposes or connected into the company communications network. This applies to any handheld devices, laptops or any device capable of storing data or connecting to a network.
The purpose of this policy is consistent with the Information Security Policy; protection of business information assets.

Key Controls;

· Any device used for business purposes should be used in a manner consistent with normal business communications and professional interactions as per the Communications and Information Security policies
· All devices should either be supplied by or approved by the company

· All devices should be password protected

· Devices should not be connected to the company network without approval

· Any lost or stolen devices, whether owned by the business or personally, should be reported immediately

· Any incidents, i.e. suspected unauthorised use of a device, should be reported

· Devices should not be jailbroken or have non-approved applications or software installed
· Users must not load pirated or illegal software or content onto the device

· Care should be taken to keep personal / company communications on the device separate

· Device should be backed up and updated as required

Failure to comply with this policy may result in disciplinary action.
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